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ORDER

’ Scveral Government Departiments and Orgamisations are in the process of
implementing c-governance imtiatives It has scen that in scveral cases the
¢-governance mitiatives has not been successful, leading to erther eapenditure
incurred going waste or not full valuc bemng generated from 1t In some cases,
scveral instances of same application being developed by diffcient Government
Departments and/or Government organisations has comce to notice. This 1s
extremely scnious On one hand 1t implies that mamifold cxpenditure 1s incurred 10
developing a given resource On the other, it also comphcates future efforts of
interoperability duc to lack of standardisation, and difficulties 1n the sharing of
data and applications across Departments and Organisations
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As part of the funding by Government of India under the Nayggnal
c-Governance Programme (NeGP) and under the State Plan and non‘an,
sigmficant funds are proposed to be spent in the coming years for
c-governance Therefere, unless the tssues mentioned above are addresscd, 1t
may lead to huge loss of Government resources.

Certain common 1T snfrastructyre has been created by Kerala State i’l"
Mission These include facilities ke Citizen Call Centre, devclopment of CMF
based websites for Government Departments, official ¢-mail factlity, usc of
Akshaya for delivery services at the last mile, FRIENDS for payment of bills,
Maplnfo of Government offices based on lntegrated Government Service }’
Gateway (IGSG) etc. Even by avaihing the common IT infrastructure,
e-governance activities can be miated by a Department without incuming ma)or
expenditure Yet 1t has come to notice that many Departments arc not using the
senvices of the common IT infrastructure

To muigate these and other related 1ssucs, Government arc pleased 10 order
the following guidelines laying down the broad procedure that should be
obscrved for undertaking e-governance inshiatives by Government Departments
and Government orgamsations including PSUs, Government socicties,
Co-operative sociclies, statutory bodies and LSG institutions Government further
order that 1t would be essential for all Total Solution Providers (TSP) wdentified
by Government as per G O. rcad as Ist above, 1o follow these structions ¢
scrupulously Failure to do so shall result in revocation of then TSP status

G

Appointinent of a Nodal Officer

Each Department/Orgamsation should appomnt a Nodal Officer for a project”
The Nodal Officer nced not be from the IT Division but should necessanly be
the owner ot the process, which arc proposcd to be computenised The Nodal
Officer should preferably be not more than onc level below the Head of
Department/Organtsation In any case, the Head of Department/Organisation
should play an active 1ole m the formulation, sanction and implementation of
any c-governance proposal This 1s extiemely important because c-governance
projects nvolve “‘change management” which would invariably requne proactive
‘lcadership from the top-management
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l)e.l‘mcnl of a Proposal

All proposal for ¢-governance should tnvariably have a detatled Project

proposal. The dctailed proposal may be prepared by an Agency which may be
anyone of the following ;
W) Inhouse with the help of IT Division, cieated as per order
read as Sth paper above
(W) A TSP as per order 1ead as Ist paper above
(w) A professtonal consultancy agency selected thiough a

lransparent process

In the cvent of option (1) or option () 1s followed, a detailed Scrvice Level
Agreement (SLA) should be signed with the Agency, clearly specifying n detai
the scope of the work, the deliverables with tme schedule, the monitoring
mechamism for supervising the senvice levels, penalties for farlure to deliver as
per the presciibed SLAs and other requirements as speeified 1n these guidehines,

The Project Proposal shall consist of the following documents

(1) User Requurements Specification (URS) and Functional Requirements
Specifications (FFRS)

(a)

(c)

This URS document should define the uscr requirements exhaustively
All legal and regulatory requirements of the business shall be fully
addressed 1n the URS The URS should invariably be citizen focused
and scrvices delivered using the proposed system should be clearly
spelt out Ideally the URS shall be prepared by a group of functional
cxperts from within the organization

The URS should clearly state the services which would need to be
deltvered after the successful implementation of the
c-governance initiative and the service levels thercof Department/
Organizations may note that services nced not be confined to the
extant services through manual services, but 1t 1s always possible to
provide new services, with more information which adds to the overall
citizen delivery For example, 1n an on-line system, the status of
number of apphications received so far for a particular position can be
informed at the time of submission of application without any
additional effort Departments/Organizations should nnagmatively
scek to provide existing and new services 10 citizens through the
c-governance project

The URS should include service delivery through multiple channels
viz. Intemet Akshaya and mobile (wherever feasible)
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The services and service levels to be provided through the ap;’anon
should be approved by Government in consultation with IT Department
for all new applications or for modifications of existing applications A
Government order clearly specifying the scrvices and services levels
shall be 1ssued by the Admunistrative Department before taking up.the
application devclopment

The desired outcome pursuant to the e-governance project should also
be spelt out

The justification of the proposal should be mcorporated based on euhc:)_,

on the revenue generation or based on the cost reduction or bascd of
better service dehvery Wherever possible, better service delivery should
be in quantifiable measurable terms

In case the Department/Organization does not already have a website
based on I'OSS Content Management Frame work, this should invanably
be included as a pait of the imitial c-governance activities of the
Department All websites should have facility to prowde location
mformation regarding the offices of the Departments/Organizations
through a map 1nfo facility called Intcgrated Service Dehivery Gateway
which 15 available wath KSITM. Wherever feasible, the website should
be bi-hngual, in Malayalam and Englsh

The websites of Government Departments should invanably be migrated
to State Data Centre in terms of the circular read as 7th above

In case the Department has significant public mteraction, and is not

using the Government Citizen Call Centre (CCC), the services of usc of

CCC should mnvariably be part of the URS

All officers of the Departinent having network facihity (either to KSW.
or to Internet) should invanably be provided official e-mail 1d

Other common IT infrastructure which 1s available should be made use
of as part of e-govemance mitiative of the Department

"The URS shall be converted mto FRS which will address the issue of

how the URS would be achieved

It 1s observed that there 1s tendency among Departments/Orgamizations
to go for automation of existing processes as a solution However,
Departments and Organizations should specifically note that the benefit
of e-governance 1s often possible only with associated process reforms.
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I'heretore, wherever, use of Infonnation Technology permits, the process
rcform which 1s practically feasible should be included in the proposed
FRS. Ideally, thc FRS should be developed by the functional group
within the organization which had devcloped the URS along with the
agency which 1s cptrusted with the work of developing the Detailed
Project Proposal

(n) Technical Analysis and Alternatives

()

()

(d)

Based on the User Requirements Specification, a technical analysis
shall be carried out and different possible altcrmatives cvaluated (E g.
Conncctivity options; Opcrational platform such as OS, RDBMS etc)
The Risks, Threats and Vulnerabilities associated with cach of these
alternative options shall be i1dentified and analyzed For example, if the
solution 15 web bascd, the vulnerabilitics of the Internet can be
¢xploited by the hackers and the system can be intruded

The common IT infrastructure already available should be utilized
instcad of crcating new ones. Intcroperability of operating systems
and standardization needs to be ensured Therefore, 1t 1s ¢sscntial that
the technical solution proposcd by the Department should invanably
have the approval of IT Department The possibility of utihzing the
cxisting applications and solutions within the Government shall be
considered Wherever the requirement rclates to software alrcady
standardized by KSITM, that software shall invariably be used. The
standardized software may be customized to meet the nceds of the
user Department/Organization Presently, the following software has
been standardized {or Government Departments

(1) Personnel Management and Payroll Software—SPARK
(u) Workflow softwarc MESSAGE
(w) File tracking software IDEAS |

Wherever, the requirement docs not involve standardized software but
a similar solution has been developed by another Government
Department or another Government organization, the possibihity of
using the samc 1n the instant casc should be examined n detayl. In
casc 1t 1s decyded not 1o use the existmg software, the technical
analysis should make out a clear case why this should not be done.

However, 1f the software requirement 1s such that the same has not
becn previously developed, the question of ‘make or buy’ shall also
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be constdercd. If some of the modules needed have been dcvc.:d
carlier and other modules have not been developed, the 1ssue of make
or buy should be made with respect to those modules only.

As regards Malayalam databascs and applications, only Unicode
compatible fonts shall be used as stated in the order rcad as 6th
above r

Bascd on the techmical analysis, the Agency shall prepare a System
Requiremcents Specification (SRS) which shall form the basis of
apphcation development

(1) Implementation Plan and Funding

(a)

(b)

An Implementation Plan wath time schedules shall be prepared by the
Agency ldeally there shall be pilot unplementation phasc followed by
a planncd roll out The plan shall also include a scheme for tramning.

Based on the scope of the implementation, the Agency shall prepare
an cstimate for implementation The cstimate should be based on
“Total Cost of Ownership” (TCO) and 1t should include costs relating to

(W

()

()

(xu)
(xu)

1lardware and nctworking necded for the implementation This
should include requirements at the user level as well as server
hosting requitements for application and the databascs

Sute preparation “‘expenscs
Software devclopment/procurement as the case may be

In case, the software is being developed, the cost of software

testing by a third party.hike STQC or other CERT-IN empanelicd
auditors

Necessary security systems—both hardware and softwarc
Site development charges.
Training and change management

Conncctivity charges for at Jeast the project implementation
penod .-

Business Continuity Plan

Manpower charges, if any, such manpower js proposed to be
engaged as part of the implcmentation, s

Data entry charges for archival data It 1s expected that current
data entry shal] be donc by existing employees

Handholding cost during imitial period of implementation
Provision for mecting recurning expenses for first three years of

the project. This may include post-implementation requircments
like project mamntenance, back-up plans ctc
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. (uv) Any other expenses which may be required for complete and
successful ymplementation

(c) Ihe yustficaton of the proposal should accompany any proposal bascd
on cither on the revenue gencration or based on the cost reduction or
bascd on better service delivery Wherever possible, better service
dehvery should be in quantifiable measuiable terms.

(d) The possibility of providing paid services may be examined by the
Dcepartment/Organization This would be specifically relevant for the
sustamnability of the project as well as 1ts {uturc roll-out

(¢) lhe funding of the project 1s possible 1n several ways, including—

(1) Statc Plan as per Plan writc-up and description

{(u) Mission Mode Projects under NeGP funded by Department of
Information Technology, Government of India For cxample, State
Data Centre,*Kerala Statc Wide Area Network, Capacity Building cte

(w) Mission Mode Projects funded by Line Mimistrics of Government of
India

(iv) PPP modcl I'or examplc, KSWAN, Motor Vehicles Depariment,
Akshaya ctc

() Government of India funds should be tapped to the fullest eatent for
c-governance projects 4s far as possible

(2) An appropnate source of funding may be identificd and Admimstrative
Sanction as per lmd down procedure should be obtained for inplementaion,
as per orders read as 2nd and 8th above Sincc several c-governance
projects arc crippled due to want of funds, 1t is nccessary that the
concerned Government Department/Organizations should have wdentificd
adequate funds for the project

Software Application Development

After the proposal has been formally sanctioned with the concurrence of
[T Decpartment, the software apphcation development process should begin

(a) Bascd on the administrative sanction, apphcations which have been
identified 1 the FRS above shall need to be developed in a systematic
manner Tlis would include apphcations which are to be developed a

-new as well as applications which have to be customized to the specific
nceds of the Department/Organization
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The systematic development process shall have the following stcps.
() Crcanng dctailed System Requirement Specifications (SRS) as
mentioned above,

(1) Design and Coding “of the Application Software.

(w) User Acceptance Testing

(v) Third party testing

In casc of software procured of-the shelf, or using softwarc which 1s
already standardized by KSITM or a software which has bcen
developed by another Government Department/Organization, the phascs

of Design and Coding will be absent Instead, thérc may be a
configuration phasc

Development or procurement of Software mvolving a third party shall be
arranged through a transparcnt proccss. The quotation shall be invited

based on the following documents

() FRS including integration with existing softwarc wherever rclevant
(n) Detailed Technical Architecture. ’
(u) Implementation plan for the softwarc.

(tv) Information Sccurity Policy (KSITM has prepared an Information
Sccurity Policy bascd on draft published by CERT-IN,
Departments/Orgamizations can cither usc the same or a modified
version fo suit their individual requirements)

(v) e-governance standards and Inter Operability Framework
rccommended by Department of IT, Government of India

There shall be a pre-qualification process to short hst the vendors for

software acquisition for all major or crincal or sensitive c-governance
projects Cost comparison among various solutions shall include cost of
all licenscs necessary for the solution

The deliverables shall be
(1) System Requirement Spccifications (SRS)
-(n) -Application Software
(w) TFully documented Source Code (Hard Copy as well as Soft Copy)

“(v)  All nccessary Licenses wherever applicable.

(v) User nanuals

(1) Tramnmg Matcnals

() Detailed Acceptance Test Plan bascd on the SRS wath test date

L i ———— —————
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(g) Qervice Level Agreement (SLA):

detailed Service Level Agreement (SLA) shall be signed with the third
party covering all aspects of the Development, Implementation and maintenance
of the softwarc The SLA shall have provisions pertaining to probable changes
to SRS during the Acquisition as well as changes to the software after
smplementation. The strategy and infrastructure for the Mantenance of the
Apphcation duniog its entue lifc period shall be planned in advance. The SLA
should also clcarly definc the duration of the Maintenance contract and the role
of the solution previder during maintenance. Define a change management
procedurc and ensure that changes are controlled in line with the proccdure.
- The SLA shall define time frames for cach task during Acquisition,
Implementation and Maintenance.

(h) Acceptance Testing.

() The Acceptance Test Plan (ATP) shall be ready by the time the
Application Sofiwarc is developed. The test plan shall include sample
data for testing and the expected results. Ensurc that the plan s
approved by all rclevant partics. Cstablish a sccure test environment for
testing the Apphication This facility can cither be in-house or out
sourced
(1) The test cnvironment shall be segregated from the Development and the
Production environment  The Acceptance Testing shall be conducted by
a team of functional ¢xperts nominated by the IT Division of the
Department/Orgamzation.
fwm) The software developer shall not do the Final Acceptance Testing The
Final Acceptance Testing should be conducted by a Third Party who 1s a
professional testing agency. The testing may be arranged through a fair
and transparent tendering process. The Agency may be requested to
facilitate wdentification of a suttable Third Party Testing Agency. The
basis of the tendering process shall be the SRS and the Acceptance Test
Plan already finalized Ensure that business process owners and IT
stakcholders cvaluate the vutcome of the testing process as detcrmined
by the test plan. Rectify crrors identified in the testing process, having
complcted the suste of (eats identified in the test plan and any necessary
Yegressioa {ests.

ey -

() Intellectual Property Righis (IPR) :

() IPR for all the cusom dewehoped Application Software, unless 1t is in the
frce and open source domain. shall be with the procuring Department/
Organization. Any .ringe to this condition should have prior
concurrence of the Govermunent.

330778
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i) The source Code with complete documentation shall be transfed to
the organisation and kept in safe custody of the IT Division of the
Department/Organization. A clause to this ‘effect shall be included in the
agrecment for development of the software.

(i) Procurcment of a' standard Application Software: Wherever possiblc,
only Free and Open source based software should be used for all
Government and Government organizations In casc of procurcment of
standard Apphcation Software off-the-shelf, then all the necessary
information such as configuration and customzation details, Apphcation
parameters etc. shall be documented and kept under the safe custody of,
the 1T Division of the Department/Organization A clause to this cffec
shall be included 1n the agrcement for procurement of the software.

() Upkeep of Documentation. »

All documentations such as the URS, FRS, SRS, Design Documents, Change
Control Documents Training Matcnals, Source Code cic shall be kept under safe
custody of the IT Division of the Department/Organization The IT Division of
the Department/Organization shall have persons familiar wath the above
documents so that mamntenance and change management are camcd out without
hassles
Implementation

The actual implementation of the project in the work processes shall {ollow
the following general steps.

(a) Procurement of Hardware and other goods and services:

(1) Other IT resources, such as hardware, networking equipment, system
software and services, nceded to run the Application shall be procured
based on a fair and transparcnt competitive tendering process
Proprietary and non-standard solutions shall be avoided to the extent
possible. The technical specifications shall be carefully drafted by théY
Agency to avoid vendor locking and shall be venfied and vetted by a
technical committee consisting of experts from rclevant ficlds.

(n) Procurement of hardware shall be scheduled in such a way that the
installation 15 completed along with the completion of the Acceptance
testing of the hardware

(w) Once -the software has been developed and tested, implermentation shall
begin The implementation shall be cither entrusted to the Agency
associated with devclopment of the project or with the software
developer. In cither case, the implementation responsibility should be
clearly spelt out n the SLA signed in thus regard.

P i i
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.w) Necessary orders will be 1ssued by the Department/Organization
concerned to bring nto cffect the process changes which are envisaged
as part of the c-govemance imtiative,

(b) Trawung. :

() A1l users and stakcholders of the new system shall be lmﬁancd
knowliedge about thc ncw systems There shall be adequate
documentation and manuals (or users. Training shall be provided to
ensuic the proper usc and operation of applications and infrastructure,

{ (n) There shall be scparate Technical and Opcrational documentations
pertaining to the Information Systems These documentations shall enable
all thosc who will operate, usc and maintain the automated solutions to
excreise thejr responsibility :

(c) Paw allel Operation * ’

Run the system in parallel with the old system for a whale, and compare
behavior and results The parallel run can be discontinued after the system 1s

stabilizcd and proper Disaster Recovery and Business Continuity Plans are in
place. i

Utilisation of Common State Level Infrastructure:

As a general rule, no e-governance initiative should plan for any of the
following which arc common IT infrastructure available to all Government

Departments free of cost and to commercial Government organizations at a
nominal cost These nclude:

(1)  Statc Data Centre
() Citizen Service Centres (kiosks), State-wide CSCs exist i the form
Y of Akshaya Centres
() Nctworks including Kerala Statc Wide Arca Network, SecWAN
(w)  Ciuzen Call Centre
(v) Oficial E-mail Nacility
(1)  Vidco-confercncing facility

Other common IT infrastructure which ss presently under development arc

(1)  Departmental WANS in Vikas Bhawan and Public Buwilding
()  Ciwsl Staton WANSs
(w)  E-procuremcnt
()  Statc Spatial Data Infrastructure
(v) Public Key Infrastructure (for dignal signaturcs)

e A me==

A



} st
B 12
. (v)  Mobile Infrastructure for providing mobile services
(v}  GIS based mapmfo of Governmem ¢ffices (IGSG) ‘
(vir)  Touch screen kiosks

(x) e-Distnct .
(x) State Service Delivery Gateway

Concurrence of IT Department

Vide Government order rcad as 2nd above, 1t 1s mandated that the
concurrence of IT Department should be taken for schemes over Rs 10 lakhs.
Some Departments/Organizations have been approachung the IT Department at an
early conceptual stage with no specific proposal. Others have been sceking
concurrence after most of the activitics have already been implemented/ticd up.
Some other Departments/Organizations have been approaching the IT Department
for procuning of hardware/software etc.

To streamline the concurrence of IT Department, 1t 1s clarificd that the
concurrence of IT Department shall be sought only on the following two stages:

() The URS and the FRS should be approved by the IT Department
all cascs .
(@) The Implementation Plan should be approved by the IT Department

* If these concurrences have been taken, no formal concurrence of iT
Department 1s needed for procurement of hardware and softwarc bascd on the
atorcsaid sanctions

Support from Kerala State IT Mission

, Director, KSITM shall provide technical support to any Government
: Dcpartment/Orgamization for any purpose mentioned in these guidelines relatng
to an c-governance project

By order of the Govemor.

Dr Asay Kuman,
Secretary to Gevernn.ent

»

4 To
g The Director, Kordla State 1T Mission (To upload the Government Order
on the KSITM Websise),

All Departments I the Secretariat.

Heads of All Department/PSUs/Co-operative Societics/Socictics/Statutory
Trusts.
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